
Canary User Conference
August 11 - 14 State College, Pennsylvania



Connecting Everything 
Overcoming the Challenges of Industrial Data Collection

John Weber

Connor 
Mason



CONNECT 
EVERYTHING

DATA ANALYTICS

UNS

IT / OT / ET 
CONVERGENCE

INDUSTRIAL DATAOPS

EDGE TO CLOUD

ENTERPRISE CONNECTIVITY

DIGITAL TRANSFORMATION

INDUSTRY 4.0

OPC UA

SPARKPLUG-B MQTT

CYBER SECURITY

TUNNELING

IOT & IIOT

PRODUCTIVITY TOOLS

FLOW

OMNISERVER

OPC ROUTER

DATAHUB

OPC DATA LOGGER

TOP SERVER

CUSTOM PROTOCOLS

SAP

DECISION SUPPORT SYSTEMS

DEVICE CONNECTIVITY



User Story Introduction
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Operation Overview

▪ Operating 10 energy generation sites based in the US

▪ Current development and construction under-going to 
double their footprint

▪ Blended technology stacks across sites due to 
Integrator choices, Site Acquisition, and Age

▪ Corporate level historically disconnected from certain 
areas of site operations
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Agenda

6

Explore the Obstacles and Existing Environment

Overview of Implemented Solution Components

Solution Architecture Review and Discussion

Findings and Future Plans 
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Why it Matters?

“This project has enabled us 
to collect data that 

previously was unreachable 
for 17 years”
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▪ Various integrations of 

Databases, Web Services, 

OPC Servers across sites

▪ Legacy systems with 

insecure connectivity

▪ Real-time applications and 

Historians operating without 

a common data source

Siloed Data
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Problem Statement

Asset acquisition and deployments resulted in systems 

 with varying levels of connectivity, 

  making it difficult to create a unified, reliable, 
 supportable, and cost-effective data  

  infrastructure

Fragmentation severely limited the ability 
to collect and centralize operational data.
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Key Challenges
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Data Silos

Operational 
Bottlenecks 

Data 
Visibility 

Scalability 



Solution Architecture Overview
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AggregationSources

OPC 
DA/UA 

Sources

Destinations
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TOP Server Solution Contribution
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▪ Basis of Field communication to 
connect various devices

▪ Supports common open 
standards including DNP3, IEC 
60870-5, IEC 61850, Modbus, and 
more

▪ Standardized support for industry 
protocols to connect HMI, 
SCADA, MES and ERP systems
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AB Bulletin 1609 UPS 
AB Bulletin 900 Controllers

ABB Totalflow Serial 
Advanced Tag Plug-in 

Allen-Bradley Rockwell Logix Suite, PLC5/SLC/Micro 
Family 

Alstom Redundant Ethernet
Analog Devices 6B

Aromat Suite (Serial+Ethernet)
Automation Direct (Koyo PLCs/PLC Direct) PLCs

BACnet Ethernet OPC Driver
Beckhoff TwinCAT

Bristol/IP
Building Automation Suite

BUSWARE Ethernet
CODESYS Ethernet

Contrex/Fenner M Series
Custom Interface (CID)

Cutler-Hammer (Eaton) Suite
Danfoss AKC 55 Serial

DataForth IsoLynx
DDE Client Driver

DNP3 Client (w/ WITS & Secure DNP)
EFM Suite

Enron Modbus
EUROMAP 63

Fanuc Focas (1 and 2) Ethernet for CNCs
Fisher ROC Suite

Fuji Flex PLCs Serial Connection 
GE Fanuc 

Honeywell Communications
IDEC Micro 1,3,FA2J,FA2,FA3S,ONC PLC’s

IEC 60870-5 Suite
IEC 61850 MMS Client

Intelligent Actuator SuperSEL
InTouch Client Driver (OPC to AVEVA InTouch Bridge) 

IOTech Point Scan 100 Ethernet
IT and Infrastructure Suite

Keyence KV Ethernet
KraussMaffei MC4 Ethernet

Local Historian Plug-In 
Lufkin Modbus 

Manufacturing Suite
Mettler Toledo Serial

Micro-DCI (Bailey, Fischer+Porter) 
Mitsubishi Serial and Ethernet 

Modbus Suite (TCP/IP, RTU Serial) 
MQTT Client

MTConnect Client
ODBC Client Driver

ODBC DataLogger Plug-In
Oil and Gas Suite 

OMNI Flow Computer
Omron Communications Suite

OPC Alarms & Events (OPC AE) Plug-In 
OPC Client Suite

Optimation OptiLogic
Opto22 Ethernet

Partlow ASCII Devices Serial
Philips PC8/PC20

Power and Utilities Suite
Scanivalve

Scheduler Plug-In
Siemens Plus Suite (S7 Plus Ethernet & OPC UA 

Client)
Siemens S5/S7 Suite (PPI, S7 Ethernet, AS511, 3964 

Drivers) 
Simatic/TI 505 Serial and Ethernet

Simulator Suite (aka Advanced Simulator Suite)
SIXNET UDR Driver and EtherTRAK

SNMP Agent
SNMP Suite

Square D Serial - Symax/PowerLogic
System Monitor

Telemecanique Unitelway
Thermo Westronics Serial+Ethernet

TIWAY (Simatic/TI PLCs)
Torque Tool Ethernet Driver 

Toshiba PLCs Serial & Ethernet
Toyopuc PC2/PC3

Triconex TSAA Ethernet
User Configurable Driver (UCON) 

Wago 750 Ethernet
Weatherford 8500 Serial

WITS (Wellsite Information Transfer Specification)
Yaskawa MP Ethernet + MP Serial

Yokogawa Controller Serial (Green Series) 
Yokogawa Suite 

Yokogawa YS100 Serial

100+ Drivers

Getting You Connected
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OPC Router Solution Contribution

14

▪ Create event-driven visual 
workflows

▪ Connect databases to 
extract and transform values 
into other systems

▪ Interact with RESTful Web 
Services and deploy its own 

▪ Convert values into OPC UA 
points (Methods, Pub/Sub, 
Companion Specs)
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OPC Router Event Driven Visual Integration

RFID SiemensTurck …Harting

SAP Ms Dynamics Oracle proAlpha
ERP & IoT

MongoDbInfluxDBDatabases SAP HANA SQL Server Oracle
Printers Zebra Domino Videojet Wolke …

Generic

Email Telegram MS Excel CSVOffice & 
Communication

MS Teams twilio

Scripting, etc. CSharpXML XPath JSON JPath

Barcode Euromap 63/77CNC CHARM OPC UA /  DA
Machine & 
Hardware Utilities

Cloud
AzureMQTTREST Amazon Siemens Kafka

OPC Router
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Cogent DataHub Solution Contribution
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▪ Wide support for real-time 
data integration protocols

▪ Natural aggregator creates a 
common data set for teams

▪ Secure Data Tunneling, 
reverses the port connection 
to connect OT and IT 
systems



Real Time Middleware Platform

Integrate, 
aggregate & 

distribute data 
securely between 

industrial & 
enterprise 
systems
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Results

▪ Unlocked access at corporate level to 
previously siloed datasets

▪ Created new standard to rollout across 
existing sites, and for new projects with 
plans of doubling their operation 
footprint

▪ Expansion of visualizations in both 
Canary and PI built off the same 
common data-set
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Lessons Learned
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Understand Needs First

Inventory Data Sources

Leverage Industry Standards

Run Parallel Systems (New/Old)
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Software Toolbox & Canary
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OPC, MQTT

OPC, REST

OPC DA/UA

OPC, MQTT

OPC, REST

OPC DA/UA
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Customer Feedback
97% say “Awesome” or “Great”

Solutions 
Industrial Connectivity
Digital Transformation
Application 
Development
HMI & SCADA Add Ins

Industry Experts
Collaboration
Strategic Partnerships
Continuous 
Improvement

The Software Toolbox Experience
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Industries

Food & Bev, 
CPG InfrastructureEnergy

Life Science 
& Pharma Metals, MiningOil & Gas Water Wastewater

Automotive & 
Manufacturing
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More at softwaretoolbox.com

▪ Product Downloads

▪ Free Virtual Training

▪ Brochures

▪ Contact Details
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